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o

» [ config_files & T4 NEE
» [&= demos
» (= freertos_kernel TOTTI Mo Wil 377/ L DEREER:
= IjlardllmlarEDebug O TP LETE—(O)
» [ libraries
> & output I ® T4 L9 I
' %Tnﬁm M B EAOYY T -0 -Y 3 B E(R): | PROJECT_LOC 7
» [ tras .
v=| aws_demos.rcpc 'swif & FOw TR Es

{5% aws_demos.scfg
=l aws_demos HardwareDebug.launch

=

> = wolfss)

=| me5n_rsk_aws HardwareDebug.launch

®
|

17. I74VDU>I7ZENN

wolfssl_demo JFAIACFESBITROT7A IV 2 RFRICU>IEVTEMT S :
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<base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.c
<base>¥wolfssl¥wolfcrypt¥benchmark¥benchmark.h
<base>¥wolfssl¥wolfcrypt¥test¥test.c

<base>¥wolfssl¥wolfcrypt¥test¥test.h

T4 DEBINTE T3¢ wolfssl_demo JAIAEE] 18 (RIFRICRE D,

v &5 aws_demos [HardwareDebug]
> 3 I4FY-
> @Y Includes
> g2 vendors/renesas/boards/m65n-rsk/aws_demos/srg
v (2 wolfssl_demo
> [y benchmark.c
> [ benchmark.h
> [ key_data.c
> [ key_data.h
> [ testc

> (& testh
> [By user_settings.h

> [g4 wolfssl_demo.c
> [y wolfssl_demo.h
> (= application_code
(= config_files
> (= demos
> (= freertos_kernel
> (= HardwareDebug
> (& libraries
> (= output
> 3= vendors
> (A trash

4= aws_demos.rcpc

v

§6% aws demos.scfa

18. wolfssl_demo ALY

AWS_DEMOS JOZ1 MMA>II—RI7A LI ZDIENN

19



aws_demos 70217 bOFO/NT4T, C/C++ EJLR > &E > Compiler > Y= > A>49)L—
RIFAIWEIRZEIZTAIS ([CLATF&EINT 3.

& ${ProjDirPath}/../../../../../wolfss|

€ ${ProjDirPath}/../../../../../wolfssl/IDE/Renesas/e2studio/RX65N/RSK/wolfs

sl_demo

AWS _DEMOS JO>1/ MM IUTOtyY - I700EM

aws_demos 0217 bOTO/NTA T, C/C++ EJLR > 5&E >Compiler > Y- > JUJOt
w370 ([ TFZBNNT 3.

€ WOLFSSL_USER_SETTINGS

AWS_DEMOS JOZ1IMMUZI9254T5UT74 L DB

aws_demos JO0> 17 b0 JO0/FT4T. C/C++ EJLR > HE >Linker > A > U>9935/(0
SY-TJrA) (AT ZENMT D,

€ ${ProjDirPath}/../../../../../wolfssl/IDE/Renesas/e2studio/RX65N/RSK/wolfs
sl/Debug/wolfssl.lib

7. WOLFSSL TEAXIDEN

wolfSSL_demo (T E7TVr—33>0—2¢LTTOS I NIEMEN T, SBICZOTET T -3
SEEITIBIODDRTEZITD. HE(T

<base>¥venders¥renesas¥boards¥rx65n-

rsk¥aws_demos¥config_files¥aws_demo_config.h
(CEA-T>U. IRTE

#define CONFIG_CORE_MQTT_DEMO_ENABLED
ERDTVBEPRZIAY NPT

#define CONFIG_WOLFSSL_DEMO_ENABLED

20



(CEET D,

iy J0vz9h-19270-5- & By §=n0
» (@ vendors/renesas/boards/n72n-envision-kit/aws_demc A
v (B wolfssl_demo
[# benchmark.c
|4 benchmark.h
a key_data.c
[ key_data.h
[k test.c
[ testh
» [B user settings.h
> [g wolfssl_demo.c
5 [B wolfssl_demo.h
» (= application_code
v (= config_files
m aws_bufferpool_config.h
| [} aws_demo_config.h |
[ aWs_gga_coniig.n
[y aws_iot_network_config.h
[ aws_maqtt_config.h
[ aws_ota_agent_config.h
@ aws_secure_sockets_config.h
[ aws_shadow_config.h
» [ﬂ aws_wifi_config.h
[ig core_http_config.h
[_& core_maqtt_config.h
ey core_pkes11_config.h
|1y defender_config.h
» [ defender_demo_config.h
» [ FreeRTOSApplicationConfig.h
> [y FreeRTOSConfig.h

e~

VoW v v

v owow v v v v

v oW W

a8

Lbhpanbh
I ST

s A
Ja

-
@ O o

#define _AWS_DEMO_CONFIG_H_

#include "FreeRTOSApplicationConfig.h"”

= /* Te run a particular demo you need to define one of these.

* Only one demo can ba configured at a time

= CONFIG_CORE_HTTP_MUTUAL_AUTH_DEMO_ENABLED

» CONFIG_CORE_HTTP_S3_DOWNLOAD_DEMO D

= CONFIG_CORE_HTTP_S3_DOWNLOAD HREADED_DEMO_ENABLED
CONFIG_CORE_HTTP_S3_UPLOAD_DEMO_ENABLED

. CONFIG_CORE_MQTT_MUTUAL_AUTH_DEMO_ENABLED

. CONFIG_CORE_MQTT_CONNECTION_SHARING DEMO_ENABLED

: CONFIG_DEVICE_SHADOW DE E

- CONFIG_DEVICE_DE
CONFIG_JOBS_DE

. CONFIG_GREENGRASS_DISCOVERY_DEMO_EMABLED
- CONFIG_TCP_ECHO_CLIENT_DEMO_ENABLED

* CONFIG_POSIX_DEMO_ENABLED

= CONFIG_OTA_UPDATE_DEMO_ENABLED

These defines are used in iot demo_runner.h for demo selection */

/* demo is configured for MQTT */

—#if ( OTA == 0 )

L

//  #define CONFIG_CORE_MQTT MUTUAL_AUTH_DEMO_ENABLED
#define CONFIG_WOLFSSL_DEMO_ENABLED

B~ @ B b

3

o

@ g W W )

(=

Uemo IS COnTiIgUrEy Tor OTA

- #elif ( OTA == 1

)
#define CONFIG_OTA UPDATE_DEMO_ENABLED

#endif

/* Default configuration for all demos. Individual demos can override the
#define democonfigDEMO STACKSIZE { co
#define democonfigDEMO PRIORITY { ts

19. ¥/00EN

25(C, <base>¥demos¥include¥iot_demo_runner.h

EA-TOU. BRIEITFHED#else DITOEHRIIC

#elif defined(CONFIG_WOLFSSL_DEMO_ENABLED)

#define DEMO_entryFUNCTION

D 2 1T2EMT B,

21
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iy Fovzob-19270-5- 2 = (m] x
BER Y 3 = #if defined( democonfigOTA UPDATE_TASK_STACK_SIZE )
=S d THardwareDebugl #undef democonfigDEMO_STACKSIZE
R Bttt #define democonfigDEMO_STACKSIZE  democonfigOTA_UPDATE TASK_STACK_SIZE
> 4 A1)~ #endif - - T T T
> i Includes = #if defined( democonfigOTA_UPDATE_TASK_TASK_PRIORITY )
» (B vendors/renesas/boards/nc72n-envision-kit/a #undef democonfigDEMO_PRIORITY
> @ wolfssl_demo #define democonfigDEMO_PRIORITY democonfigOTA_UPDATE_TASK_TASK_PRIORITY
» (= application_code _#end;f
i i - #elif defined( CONFIG_BLE_GATT_SERVER_DEMO_ENABLED )
gz con o= #define DEMO_entryFUNCTION vGattDemoSvcInit

v (& demos = #if defined( democonfigNETWORK TYPES )
» (& common #undef democonfigNETWORK_TYPES
> = coreHTIP #define democonfigNETHWORK_TYPES ( AWSIOT_NETWORK_TYPE BLE )
» &= coreMQTT _#endif
s = #elif defined( CONFIG_MQTT_BLE_TRANSPORT_DEMO_ENABLED )
= - > g #define DEMO_entryFUNCTION RunMQTTBLETransportDemo
» (& dev_mode_key_provisioning - #if defined( democonfigNETWORK_TYPES )
(= device_defender_for_aws #undef democonfigNETWORK_TYPES
» (= device_shadow_for_aws #idefine democonfigNETWORK_TYPES  ( AWSIOT_METWORK TYPE_BLE )
= o #endif
> (& greengrass_connectivi
i 5 ; dg - o - #elif defined( CONFIG_SHADOW_BLE_TRANSPORT DEMO_ENABLED )
e e ioe #define DEMO_entryFUNCTION RunShadowBLETransportDemo

5 [BL aws_application_version.h
5 [B) aws_clientcredential_keys.h
> [y aws_clientcredential.h

8 #if defined( democonfigNETWORK TYPES )
#undef democonfigNETWORK_TYPES
#define democonfigNETWORK_TYPES  ( AWSIOT_NETWORK_TYPE_BLE )

b ':55 aws_demo.h #endif

+ [i awin o s = #elif defined( CONFIG_CLI_UART_DEMO_ENABLED )

T ST e = P #define DEMO_entryFUNCTION vRunCLIVartDemo

» Iy aws_ota_codesigner_certificate.n - #elif defined( COMFIG_DEVICE DEFENDER_DEMO_ENABLED )

[y iot_config_common.h #define DEMO_entryFUNCTION RunDeviceDefenderDemo

= #elif defined(CONFIG_WOLFSSL_DEMO_ENABLED)
#define DEMO_entryFUNCTION wolfSSL_demo_task

» (= jobs_for_aws
» (& network_manager
& ota

= #else /* if defined( CONFIG_CORE_MQTT_BASIC_TLS_DEMO_ENABLED ) */
/* if no demo was defined there will be no entry point defined and we will not be abl
#error "No demo to run. One demo should be enabled™
#endif /* if defined( CONFIG_CORE_MQTT_BASIC_TLS_DEMO_ENABLED ) =/
<

» & tep

» (= freertos_kemel

» (= HardwareDebug
» (2= libraries 18 8% | B 3y-L B3 |@ AX-+-T30H- @ AT-+v2aFl

150

20. I>N-BEHEDIETE

COIENNICELST wolfSSL_demo FRAIMEIRENEITINBHTEL RO,

FTEVIVT—23>DFET

wolfssl_demo #2J(F 3 DOEHEE— R&3EF>TUWB, TNA(E wolfssl_demo.h RICTEZICEOT
I Z B ENBIRETH D,

& #define CRYPT_TST
€ #define BENCHMARK
& #define TLS_CLIENT

ODVINH—2%BINCTZETHINEZ 2.

WHWEBRRESTERST T URBEILREITS, wolfssl O 17 Mese(CEILRU. ZDE T aws_demos JO>
MBI RT3,

22



FET TV —2a>DORITIFT I\ HEER DN TITH. TERITHDER KL Renesas Debug
Virtual Console THEFRTE3.

CRYPTO-TEST 7%

Renesas Debug Virtual Console ZA—-7>LTHEVWTT N\ %

ITENHERNERRENS,

23

error test
MEMORY  test
basef4  test

asn test
RANDOM test
MDS test
M4 test
SHA test

SHA-256 test
S5HA-512 test
Hash test
HMAC-MD5S test
HMAC-5HA test

GMAaC test
Rabbit test
DES test
DES3 test
AES test

AES192  test
AES256  test
BES-GCM test

RSA test
PWDBASED test
ECC test

logging test
mutex test

Test complete

===

EAT

9%L. CryptTest TENE

Y - =5 o 7o B 2 &

passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!

HMAC-SHA256 test passed!
HMAC-SHAS12 test passed!

passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!
passed!

ECC buffer test passed!
CURVE25519 test passed!

passed!
passed!

crypto callback test passed!

End wolfCrypt Test

21. Crypt-test 7EDH S



CRYPTO-BENCHMARK T

=

| kS L T A
Start wolfCrypt Benchmark
wolfSSL version 5.1.1
wolfCrypt Benchmark (block bytes 1824, min 1.8 sec each)
RNG 2 MB took 1.885 seconds, 2.889 MB/s
AES-128-CBC-enc 1 MB took 1.8@2 seconds, 1.438 MB/s
AES-128-CBC-dec 1 MB toock 1.916 seconds, 1.393 MB/s
AES-192-CBC-enc 1 MB took 1.804 seconds, 1.313 MB/s
AES-192-CBC-dec 1 MB took 1.81@ seconds, 1.282 MB/s
AES-256-CBC-enc 1 MB took 1.088 seconds, 1.211 MB/s
AES-256-CBC-dec 1 MB took 1.888 seconds, 1.187 MB/s
AES-128-GCM-enc 658 KB took 1.8@7 seconds, 645.738 KB/s
AES-128-GCM-dec 650 KB took 1.8@7 seconds, 645.546 KB/s
AES-192-GCM-enc 625 KB took 1.809 seconds, 619.364 KB/s
AES-192-GCM-dec 625 KB took 1.0689 seconds, 619.180@ KB/s
AES-256-GCM-enc 682 KB took 1.8@7 seconds, 595.888 KB/s
AES-256-GCM-dec 688 KB took 1.887 seconds, 596.887 KB/s
GMAC Default 1 MB took 1.808 seconds, 1.214 MB/s
RABBIT 8 MB took 1.8@3 seconds, 8.253 MB/s
3DES 525 KB toock 1.048 seconds, 5@4.856 KB/s
MD5 24 MB took 1.881 seconds, 24.397 MB/s
SHA 11 MB took 1.088 seconds, 18.984 MB/s
SHA-256 12 MB took 1.882 seconds, 11.651 MB/s
SHA-512 625 KB took 1.889 seconds, 619.364 KB/s
HMAC-MDS 24 MB took 1.6€1 seconds, 24.885 MB/s
HMAC -SHA 11 MB took 1.68@ seconds, 18.791 MB/s
HMAC-SHA256 11 MB took 1.802 seconds, 11.428 MB/s
HMAC-SHAS12 625 KB took 1.826 seconds, 689.459 KB/s
PBKDF2 672 bytes tock 1.888 seconds, 666.482 bytes/s
RSA 28438 public 94 ops tock 1.805 sec, avg 18.691 ms, 93.532 ops/sec
RSA 2848 private 2 ops took 1.322 sec, avg 660.868 ms, 1.513 ops/sec
ECC [ SECP256R1] 256 key gen 6 ops took 1.835 sec, avg 172.467 ms, 5.798 ops/sec
ECDHE [ SECP256R1] 256 agree 6 ops took 1.834 sec, avg 172.300 ms, 5.884 ops/sec
ECDSA [ SECP256R1] 256 sign 6 ops took 1.844 sec, avg 174.080@ ms, 5.747 ops/sec
ECDSA [ SECP256R1] 256 verify 4 ops took 1.338 sec, avg 332.508 ms, 3.8@8 ops/sec
CURVE 25519 key gen 4 ops took 1.817 sec, avg 254.325 ms, 3.932 ops/sec
CURVE 25519 agree 4 ops took 1.815 sec, avg 253.758 ms, 3.941 ops/sec
Benchmark complete
End wolfCrypt Benchmark

22. Crypt-benchmark 7EDH 1

TLS-CLIENT 7%

TLS_CLIENT (UTOTEZITIHBSICE. TLS BEOHEFSERZFTETIVT -3 M ETHB.
WOIfSSL /X —S(CICORRIERTER Y IIVTOT S LNARENTWS. 2OT0T 5 A
WoIfSSL ZE )L R BZETAREN S, wolfSSL DEJL RIC(E gee i > A M=)LENTUL3 Linux

(MacOS. WSL£E8) TOEJLRE VisualStudio 220 TOEIL RABIEETHS. BUTF TlE WSL
LETOENREFBNTT B,

24



(1) ECDSAIEREZERIZHE

TLS_CLIENT fAll(& user_settings.h RI(C USE_ECC_CERT W EZEREN TV, BEIET.
ECDSA SERREZFERA I 2R EL RO TVD, CNICENETH-N-RIOY> I TTI S L2 TFOI>
I4F1L—33>0AT23 %IBELTEIN RIS, "-DNO_RSA" %453 3L mNRVEICTBE,

$ cd <base>/wolfssl
$ .Jautogen.sh

$./configure --enable-ecc --enable-dsa CFLAGS="-DWOLFSSL_STATIC_RSA -DHAVE_DSA
-DHAVE_ALLCURVES -DHAVE_ECC -DHAVE_AESCCM -DNO_RSA”"

$ make

$ ifconfig

(2) RSAGIBAZSZERIES

,——

Ffz. TLS_CLIENT fIT RSA SERAZEZ I 2% EZ1ToHm A (ClE. user_settings.h AT
USE_ECC_CERT E&ZIX> RPN TBEIL RZITS, WIGL T, B—N\—RIOY>TIL T T O
1T4F 1L —33> AT #IBELTCEI RS B,

$ cd <base>/wolfssl

$ ./autogen.sh

$./configure --enable-ecc --enable-dsa CFLAGS="-DWOLFSSL_STATIC_RSA -DHAVE_DSA
-DHAVE_ALLCURVES -DHAVE_ECC -DHAVE_AES_CBC -DHAVE_AESCCM”

$ make

$ ifconfig

make IV ROEITTIS—HREL TR TURS. TLS Y—N=T7 5 —33 85 SN THNET
AJEERIRREICIROTUWVS, TLS BH—/\—=T7JUF—23>0OFEITORIC, "ifconfig” N> RaEITUTEIT
X220 IP v4 7RUAZEEL THL. COEUSUZY RLA%Z wolfSSL_demo.c AD

TLSSERVER_IP YJ0ICERET Do

—75. R—RMAID IP 7 RL A (ZLL T OXIONDEEEZZEE I HETITZA Do

25



- ipconfigUSE_DHCP (FreeRTOSIPConfig.h /)
- configIP_ADDRO ~ configIP_ARRE3 (FreeRTOSConfig.h /)

TN\ BENTEITISHEHDVNET —/\—£0 TCP #iik CRIENHDIHS(ICIE, LERsREZEEL
T, 789 IP 7 RLRZAR— RICERE T B EZ#NDD,

TLS B—N\=7JUr—23>OERITIEROINY REATZ 3> TITI. AT 0 “-v4"(F TLS1.3 70
NIV EERIBLZIBTES D, "-V3"ZIEE I DL TLS1.2 JONIIVEERT 3.

$ ./examples/server/server -b -i -v4

LEOY-N=T7TVT—230%#FITEETRRET TLS__CLIENT OFE2ZE(TI 2L TLS BEMNMT
PNTRORBESINMESND. TLS U547 M cipher-suite 22X BNSEEDIRLY - N7 )7
—23(C TLS ##512173,. TLS 734 7> bOEHICEFNTVBEESIE A1 — M3 TSIP HM7R—K~U
TVWBEDN TLS N—23>, ERIBEAZE DIEEDRE ICEU TENS.

D3 Raneras g Vi omole | ol ] AR AR

TLS_Client demo
- TLS server address:192.168.1.14 port: 11111
- with TSIP

cipher : ECDHE-RSA-AES128-GCM-SHA256
Received: I hear you fa shizzle!

cipher : ECDHE-RSA-AES5128-5HAZS6
Received: I hear you fa shizzlel

cipher : AESL12B-5HA
Received: I hear you fa shizzle!

cipher : AES128-SHA256
Received: I hear you fa shizzlel

cipher : AES256-5HA
Received: I hear you fa shizzle!

cipher : AES256-5HA256
Received: I hear you fa shizzle!

End of TLS Client dema.
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23. TLS-Client TEE1TEFO/R— MO S

I-9-hnAEUZ ROOT CAIREZFAIHEICHERT

AY>STINTOJSATIE TLS_Client EUTENMET BB ER: RoOtCA SERRZELY > TILY—)N—7
TV -3 MERT Y —/\—SERRE. /547> MEBRER LM TOHF ATIRERSFAZE T
Hd. MBS E B X BN TH AT IIBEICIZENSIAEZE21-Y-H 5 THEI 2N EN DD,
ZFNITE,

1. Provisioning Key

2. ROOtCA SEFAZ DIREEDA(CHERR RSA $#RY

3. RootCA FEPAZE 7%= L52D RSA WEHTEMUILES

4. 347> NIERECEZEN TV AR IS U RE

MAE(IRD . TNBDER A Renesas HHRHOY =172 SBBOCE.,

HlPRE1E

TSIPv1.15 ZH7R— Uz wolfSSL TIFEAT O#EREHIBRNHDFET .

1. TLS I\ RS 1—IH(CH = )N=E3HAUTE AV -2 )y MIEXCTXEY EICERRSNTVET . I3/
SR -2 0)\WIETBILERENE T RSy a8 T (CHIBRENE T,

2. TLS1.2 TI& TSIP Z{FE 21754 7> MR REZ HR— MU TLEE Ao
wolfSSL_CTX_use_certificate_buffer &»3U\(&
wolfSSL_CTX_use_certificate_chain_buffer_format Z#>TI54 7> MEBEE%Z0—-RU.
wolfSSL_CTX_use_PrivateKey_buffer 2> Tz 0— RUTZEW YI NI I 7 TUIBZITVE
ER

3. TLS1.3 T TSIP ZfEo1c751 7> NRAEEE(L ECDSA 73517 MIEBAZEDIZE(CDOHPR—han
F9. RSA SEFAZE DR ERYVINII 7 TONIBERDF T,

4.TLS1.3 T(& TSIP ZffEofc B —/\-ERAHERED S5, CertificateVerify Xytz—>ORREEFYINITT
TOAIBLIRDF T,
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5. TSIP #{#F>TOty>a> BB LU early data [FHR—henFE A

FECHIBRSEIA 1~4 (IRMREABED TSIP [CLoTEN RIAFNTVET,

TR CERRIER (R—K. MCU. TSIP & wolfSSL) ZEAITA MOUZITHS.

RENESAS SITES

» Renesas wiki page for RX72N Envision Kit (https://github.com/renesas/rx72n-
envision-kit/wiki/)

> Renesas RX MCUs (https://www.renesas.com/us/ja/products/microcontrollers-

microprocessors/rx-32-bit-performance-efficiency-mcus/)
» Renesas Trusted Secure IP Driver(TSIP)
(https://www.renesas.com/us/ja/software-tool/trusted-secure-ip-driver/)

WOLFSSL SITES

> wolfSSL Website (http://www.wolfssl.jp/)
» wolfSSL Renesas page (https://www.wolfssl.com/docs/renesas/)

» wolfSSL TSIP support page (https://www.wolfssl.com/docs/wolfssl-renesas-
tsip/)

Pl N PZLA S

&M, info@wolfssl.jp FTHBMVEDELZEWV TIZHINHR—NIDOWVTIE.
support@wolfssl.com ([CBBIWEDHELZE0,

28



